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Abstract—Modern day medical systems are closely integrated
and interconnected with other systems, such as those comprising
Internet of Medical Things (IoMT) devices, for example to
facilitate remote healthcare services during pandemics (e.g.,
COVID-19). Attribute-based encryption (ABE) is a promising
cryptographic primitive to support fine-grained access control in
the ciphertext environment; in other words, ABE can potentially
be used to ensure data confidentiality and user privacy in the
IoMT ecosystem. In this paper, we propose an efficient partially-
policy-hidden and large universe ABE scheme with public trace-
ability to construct a practical IoMT system (hereafter referred
to as PTIoMT). The system is designed to achieve the following
features: 1) the access policy is partially hidden: only nonsensitive
attribute labels/names are displayed, while sensitive attribute
values are hidden in the encrypted electronic health records
(EHRs); 2) the number of the attributes is independent of the
public parameters and thus can be arbitrarily large; 3) any
user who discloses the decryption key can be efficiently tracked;
and 4) fewer bilinear pairing operations are required during
the decryption process. The security analysis and performance
evaluation demonstrate the security and efficiency of PTIoMT.

Index Terms—Mobile health, access control, ciphertext-policy
attribute-based encryption, full public traceability, privacy-
preserving, Internet of Medical Things

I. INTRODUCTION

Rapid advances in Internet of Things (IoT) devices and
systems [1–3] and electronic health systems, as well as other
supporting technologies and infrastructures (e.g., 5G), have
contributed to an increasingly digitalized and interconnected
society. Medical IoT, or Internet of Medical Things (IoMT)
[4–7], is also increasingly commonplace. There are many ben-
efits associated with the deployment of IoMT-based systems,

The work is supported in part by the National Natural Science Foundation
of China (NSFC) under Grant Nos. 62072184, 61601129, the National Key
R&D Program of China under Grant No. 2017YFB0802302, the NSFC-
Zhejiang Joint Fund for the Integration of Industrialization and Informatization
under Grant No. U1509219, the Key Lab of Information Network Security of
Ministry of Public Security (The Third Research Institute of Ministry of Public
Security) under Grant No. C18603, the Shanghai Natural Science Foundation
under Grant No. 17ZR1408400. K.-K. R. Choo is supported only by the Cloud
Technology Endowed Professorship. (Corresponding authors: Zhiting Zhang
and Kim-Kwang Raymond Choo)

P. Zeng and Z. Zhang are with the Shanghai Key Laboratory of Trust-
worthy Computing, East China Normal University, Shanghai, China (e-mail:
pzeng@sei.ecnu.edu.cn, ztzhangecnu@outlook.com).

R. Lu is with the Faculty of Computer Science, University of New
Brunswick, Fredericton, NB, Canada (e-mail: rlu1@unb.ca).

K.-K. R. Choo is with the Department of Information Systems and Cyber
Security, and the Department of Electrical and Computer Engineering, and
Department of Computer Science, University of Texas at San Antonio, San
Antonio, TX 78249, USA (e-mail: raymond.choo@fulbrightmail.org).

such as enabling medical practitioners to diagnose patients re-
motely and in real-time, and real-time sharing and accessing of
patients’ electronic health records (EHRs) [8]. The importance
of IoMT-based systems is reinforced in the COVID-19 related
lock-down and stay-at-home regime. Data collected/sent from
IoMT devices may contain personal and sensitive information,
such as the patient’s medical and family history, diagnosis,
allergy, and medication. Given the sensitivity of such infor-
mation, there is a clear need to ensure the confidentiality
of EHRs even in authoritarian countries. Hence, there have
been significant efforts in designing solutions, such as those
based on attribute-based encryption (ABE) [9] to facilitate
fine-grained access control [10] and data sharing [11] features
in IoMT ecosystem.

ABE can be categorized into key-policy ABE (KP-ABE)
and ciphertext-policy ABE (CP-ABE) [12], in terms of the
different forms of ciphertext and key expressions. Specifically,
in CP-ABE, the access formula is embedded in the ciphertext
and the decryption key of each user is related to an attribute
set. A user is allowed to access a ciphertext only if his/her
attribute set matches the ciphertext’s access formula. Although
conventional CP-ABE can be used to achieve fine-grained
access control, it is generally not suitable for deployment in
IoMT-based system due to challenges such as the partial hiding
policy problem and the large universe problem [13].

Fig. 1 depicts a typical IoMT-based system based on
conventional CP-ABE, where a data owner uploads his/her
encrypted EHRs with the access structure ({Hospital: People’s
hospital} AND {Occupation: Psychologists}) OR ({ID Num-
ber: 116-728-682})1. Since the access structure is embedded
in the encrypted EHR, anyone who obtain the ciphertext could
also infer that the user with ID number 116-728-682 suffers
from mental illness. This is a clear violation of patient privacy,
and we refer to this as the partial hiding policy problem.

The size of the attribute space directly affects the expression
ability of ABE, which is closely related to the access control
capability of ciphertext. In conventional CP-ABE schemes, all
attributes are determined when the public parameters are es-
tablished and no further attributes can be added subsequently.
In many application scenarios, however, the attributes available

1We consider the case where the data user needs to access his/her EHRs
from some public cloud. In addition, to minimize storage overhead, the data
owner may delete his/her EHRs data after outsourcing them to the public
cloud, and there is a risk that the local data may be lost due to the system or
hard disk failure.
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Fig. 1: A typical IoMT architecture with conventional CP-ABE

in the system are expected to be “infinite” (super-multinomial
size) and new attributes can be added at any time. This is
the so-called large universe problem. In addition, the scale of
IoMT-based systems can also be dynamically adjusted and the
functional requirements vary regularly. Hence, it is necessary
to design a solution that supports large universe to meet the
attribute requirement in IoMT.

In addition to the above partial hiding policy and large
universe challenges, we also need to consider the key abuse
issue. As an example, we assume that there are two users,
Alice and Bob, whose respective attribute sets are {Alice, Fi-
nancial Secretary, Software Engineering} and {Bob, Financial
Secretary, Software Engineering}. Thus, Alice and Bob have
the same decryption key (denoted by sk) corresponding to
{Financial Secretary, Software Engineering}, and both are able
to decrypt the ciphertext with the access policy ({Financial
Secretary} AND {Software Engineering}). If an unauthorized
copy of sk is found in the darkweb or a competitor, how can
we determine whether Alice or Bob leaks the information. This
is referred to as the key abuse problem. This problem arises
because the key has no specific identity information, and is
only related to an attribute set owned by several users. Hence,
this reinforces the importance of also supporting traceability
in CP-ABE, in order to facilitate leakage tracing (and forensic
investigation).

Our contributions: In this paper, we propose an IoMT
access control system with partial policy hiding and key
traceability (hereafter denoted as PTIoMT), designed to ensure
data security, user privacy and mitigate key abuse in the IoMT
ecosystem. The key building block of PTIoMT is a new policy-
hiding and large universe CP-ABE scheme (hereafter denoted
as PH-LU-CPABE) with full public traceability, which enables
PTIoMT to provide the following essential features:

1) Partial policy hiding: In PTIoMT, each attribute consists
of an attribute name and an attribute value. The attribute
values carrying sensitive information in the access policy

are hidden in the ciphertext, for example see Fig. 2.

Fig. 2: (a) An access structure; (b) Partially policy-hiding

2) Large universe: PTIoMT has no restriction on the number
of attributes. In other words, the attribute universe can
be exponential but the size of public parameters remains
constant.

3) Efficient test: To enhance decryption efficiency, an ef-
ficient decryption test algorithm is utilized in our new
PH-LU-CPABE scheme prior to the final decryption of
ciphertext.

4) Public traceability: If a decryption key is leaked / abused,
anyone can track the owner of the key. We embed the
user’s identity information into the decryption key as
an essential component to the decryption process. Any
modification of the identity information shall result in
the failure of decryption.

5) Expressiveness and Security: PTIoMT is a flexible and
secure IoMT-based system since the underlying PH-LU-
CPABE scheme supports flexible access policies and
achieves full security under the standard model.

The rest of this paper is organized as follows. In the next
section, we will briefly review the extant literature, prior to
presenting the preliminaries in Section III. Then, the system
architecture and security model are presented in Section IV.
In Section V, we present our PTIoMT system, whose security
and performance analysis are presented in Sections VI and
VII, respectively. We conclude this paper in Section VIII.

II. RELATED WORK

In 2005, Sahai and Waters introduced the concept of fuzzy
identity encryption [9], and a year later Goyal et al. [12]
proposed a concrete ABE scheme based on monotone access
policy in which ABE was further divided into KP-ABE and
CP-ABE. In 2007, Bethencourt et al. [14] presented the first
CP-ABE scheme based on the generic group model. Since
then, a number of CP-ABE schemes have been proposed in
the literature [15–18]. In these schemes, ciphertext is generally
associated with the access policy specified by the encryptor
and the decryption key is associated with the user’s attribute
set. Access is granted only when the attribute set in the
decryption key satisfies the access formula associated with the
ciphertext. However, these schemes do not take into account
the disclosure of the attribute privacy and thus they are unlikely
to be candidates for IoMT deployment.

To protect user’s attribute privacy, several CP-ABE schemes
with the policy hidden property have been designed [19–25].
Based on Waters’s scheme [15] and bloom filter technique
[26], for example, Yang et al. [25] presented an access control
mechanism to protect privacy. However, no formal security
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TABLE I: Summary of notations

Notation Description
[`] The set {1, 2, . . . , `}
{xi}i∈I Another representation of the set {xi : i ∈ I}
|X| The cardinality of the set X

x
R←− X

The operation of selecting an element x from set X
uniformly at random

S = (IS , S)
An attribute set consisting of the attribute name set
IS and the attribute value set S

skid,S
A decryption key associated with the identity id and
the attribute set S

A = (A, ρ, T )
An access policy with share generation matrix A,
mapping ρ from the rows of A to attribute name
space, and authorized value set T

CTA A ciphertext under access policy A
XA,ρ The collection of minimum authorized sets on (A, ρ)

proof was presented. More recently in 2018, Zhang et al. [13]
presented a partially attribute hidden CP-ABE scheme and
proved its full security based on the dual system encryption
technology. Zhang et al.’s scheme, however, does not support
traceability and thus suffers from the key abuse problem.

There are a large number of CP-ABE schemes in the liter-
ature [27–35], which are designed to mitigate key abuse. For
example, Li et al. [27] introduced the concept of accountable
CP-ABE to avoid unauthorized key sharing and Katz et al.
[28] introduced the concept of traceability for predicate en-
cryption system. However, Li et al.’s scheme only supports the
ciphertext policy of AND gate and Katz et al.’s scheme incurs
additional overhead that is linear to the number of system
users (in order to achieve traceability). In order to reduce
computation cost, Liu et al. [29, 30] presented a white-box
traceable scheme and a black-box traceable CP-ABE scheme.
However, neither scheme is practical for IoMT deployment
because the white-box traceable scheme requires an additional
table to record user identities and the black-box traceable
CP-ABE scheme has relatively large public parameter and
ciphertext sizes. Ning et al. [31, 32] presented two CP-ABE
schemes that support both traceability and large universe. In
addition, Ning et al. [33] proposed a white-box traceable CP-
ABE scheme based on non-interactive commitments. However,
these three schemes do not support decryption testing or access
policy hiding. Hahn et al. [34] and Wu et al. [35] presented two
CP-ABE schemes with policy-hiding and traceability, but both
schemes do not support decryption testing and large universe.
To the best of our knowledge, there is no known CP-ABE
scheme in the literature that addresses both key abuse and
policy hiding while supporting large universe and decryption
test simultaneously. As explained earlier, it is crucial for a
practical CP-ABE system with a large number of IoT (and
IoMT) devices to have all these features.

III. PRELIMINARIES

Table I summarizes the notations used in this paper.

A. Basic Concepts

Definition 1 (Access Policy [36]): Let U be an attribute
universe. A collection A ⊆ 2U is called monotone if ∀ X ∈ A
and Y ∈ 2U : X ⊆ Y implies Y ∈ A. An (monotone) access
structure on U is a (monotone) collection A with A ⊆ 2U\{∅}.

Definition 2 (Linear Secret Sharing Scheme (LSSS) [21]):
Let S = (IS , S) be an attribute set in which IS ⊆ ZN is the
attribute name set and S = {si : i ∈ IS} is the corresponding
attribute value set. Assume that A = (A, ρ, T ) is an access
policy, where A is an ` by n share generation matrix, ρ is
a mapping from the set [`] to the attribute name space ZN ,
and T = (tρ(1), tρ(2), . . . , tρ(`)) is an `-dimensional attribute
value vector that is sensitive, and therefore will be hidden in
ciphertext. We say that S = (IS , S) satisfies A = (A, ρ, T ) if
there exists a subset X ⊆ [`] such that

1) {ρ(x) : x ∈ X} ⊆ IS .
2) sρ(x) = tρ(x) for any x ∈ X .
3) X is an authorized set on (A, ρ). It means that there

are |X | constants wx, x ∈ X , such that
∑
x∈X wxAx =

(1, 0, . . . , 0), where Ax is the x-th row of A.

We also call X a minimum authorized set on (A, ρ) if X is
an authorized set on (A, ρ) and no any proper subset X ′ of X
satisfies this condition. We denote by XA,ρ the set of all the
minimum authorized sets on (A, ρ).

Definition 3 (Composite Order Bilinear Groups [37]): Let
κ be a security parameter and BGGen a bilinear group
generator that takes 1κ as input and outputs a four-tuple
(N = p1p2p3p4,G,GT , ê), where p1, p2, p3, p4 are different
prime numbers, G,GT are two cyclic groups of the same
composite order N = p1p2p3p4, and ê : G × G → GT is
a bilinear mapping with the following properties:

1) Bilinear: ê(xa, yb) = ê(x, y)ab for any x, y ∈ G and
a, b ∈ ZN .

2) Non-degenerate: ∃ g ∈ G such that ê(g, g) is a generator
of GT .

3) Computable: the operations in G,GT and the bilinear
mapping ê are efficiently computable.

Let Gpi be the subgroup of G of order pi, 1 ≤ i ≤ 4, then
we have the so-called “orthogonal” properties: ∀ Xi ∈ Gpi ,
Xj ∈ Gpj with 1 ≤ i 6= j ≤ 4, it has ê(Xi, Xj) = 1GT .

B. Complexity Assumptions

The security of our proposed PH-LU-CPABE scheme is
based on the four complexity assumptions as described
below (see also [38, 39]). In the following, we assume
that κ is a security parameter and BGGen(1κ) → (N =
p1p2p3p4,G,GT , ê).

Assumption 1: Let g R←− Gp1 , x3
R←− Gp3 , x4

R←− Gp4 ,
T1

R←− Gp1p2 , T2
R←− Gp1 . Set D = (N,G,GT , ê, g, x3, x4).

We say that BGGen satisfies the Assumption 1 if the advantage

Adv1BGGen,A(κ) = |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|

is negligible for any probabilistic polynomial time (PPT)
attacker A.

Assumption 2: Let g, x1
R←− Gp1 , x2, y2

R←− Gp2 , x3, y3
R←−

Gp3 , x4
R←− Gp4 , T1

R←− Gp1p2p3 , T2
R←− Gp1p3 . Set

D = (N,G,GT , ê, g, x1x2, y2y3, x3, x4). We say that BGGen
satisfies the Assumption 2 if the advantage

Adv2BGGen,A(κ) = |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|

is negligible for any PPT attacker A.
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Assumption 3: Let α, s ∈ ZN , g R←− Gp1 , g2, x2, y2
R←−

Gp2 , x3
R←− Gp3 , x4

R←− Gp4 , T1 = ê(g, g)αs, T2
R←− GT .

Set D = (N,G,GT , ê, g, g2, gαx2, gsy2, x3, x4). We say that
BGGen satisfies the Assumption 3 if the advantage

Adv3BGGen,A(κ) = |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|

is negligible for any PPT attacker A.
Assumption 4: Let r, s ∈ ZN , g, h

R←− Gp1 ,
g2, x2, a2, b2, d2

R←− Gp2 , x3
R←− Gp3 , x4, z, a4, d4

R←−
Gp4 , T1 = hra2a4, T2

R←− Gp1p2p4 . Set D =
(N,G,GT , ê, g, g2, gsb2, hsx2, x3, x4, hz, grd2d4). We say
that BGGen satisfies the Assumption 4 if the advantage

Adv4BGGen,A(κ) = |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|

is negligible for any PPT attacker A.

IV. SYSTEM ARCHITECTURE AND SECURITY MODEL

A. System Architecture

Fig. 3 shows the system architecture of our proposed
PTIoMT, which consists of four entities: data owner (DO),
data user (DU), public cloud2, and attribute authority (AA).
• In our PTIoMT system, DO is a patient whose EHRs

are generated by some wireless body sensor network
(WBSN) or some IoMT devices. DO encrypts his/her
EHRs using an efficient symmetric encryption algorithm
(e.g., AES) with a symmetric key k̂. Then the key k̂
is encrypted by our proposed CP-ABE scheme PH-LU-
CPABE with an access policy A. Finally, the ciphertexts
of both the EHRs and the key k̂ are outsourced to some
public cloud server.

• DU may be a medical researcher/practitioner who needs
to access DO’s EHRs in the public cloud. DU has a
decryption key associated with his/her attribute set S. If
S satisfies the access policy A embedded in the ciphertext
of k̂, then DU can successfully recover k̂ and uses it to
decrypt the encrypted EHRs.

• Public cloud is a semi-trusted third party (i.e. honest
but curious). While it executes all instructions as per
system specification, it may also attempt to extract sensi-
tive information from the stored EHRs. We assume that
the public cloud has adequate storage capacity to store
encrypted EHRs.

• AA is a fully trusted third party, which is responsible
to generate the system public parameters and the private
keys for the system users. In practice, AA can be a
government agency or an trusted third-party entity.

Our proposed PTIoMT system has the following five phases,
namely: Initialization, User Registration, Privacy-Aware
EHR Outsourcing, Privacy-Aware EHR Access and Traitor
Tracing (see Section V):
• Initialization: AA computes the public parameters par

and a master key msk for the system. Each user is allowed
to own par.

2This can also be a community cloud (e.g. Texas medical cloud cluster) or
a private cloud.

• User Registration: A user can join PTIoMT by submit-
ting his/her identity id and attribute set S to AA. Then,
AA computes a private key skid,S according to the pair
(id,S) and sends skid,S to the user via a secure channel.
The user can be either a data owner or a data user.

• Privacy-Aware EHR Outsouring: When the EHRs are
generated from a WBSN or some IoMT devices, they
will be encrypted prior to outsourcing. Specially, DO first
selects an efficient symmetric encryption algorithm (e.g.
AES) to encrypt the EHRs. Then the involved symmetric
key k̂ is encrypted by our proposed PH-LU-CPABE
scheme with a specified access policy A. Finally, the
ciphertexts of the EHRs and k̂, denoted respectively by
〈EHRs〉k̂ and CTA, are outsourced by DO to the public
cloud. The sensitive attribute value set of A is hidden in
CTA.

• Privacy-Aware EHR Access: DU downloads both ci-
phertexts 〈EHRs〉k̂ and CTA from the public cloud. Then,
DU performs a decryption test to check whether his/her
private key matches the access policy A embedded in
CTA. If yes, DU can decrypt CTA to obtain the symmetric
key k̂ and subsequently uses it to decrypt 〈EHRs〉k̂ to get
the corresponding EHRs.

• Traitor Tracing: When a private key skid,S is found to
be leaked or used inappropriately (e.g., accessing some
patient’s information without authorization), anyone can
determine whether skid,S is well-formed. If yes, then the
offender can be determined via the identity id inverted in
skid,S ; otherwise, it does not need to be traced.

B. Security Model

As mentioned in Section I, PTIoMT is mainly based on our
newly proposed PH-LU-CPABE scheme, which comprises the
following six algorithms:
• Setup(1κ) → (par,msk): Given as input a security

parameter κ, the algorithm outputs the system public
parameters par and a master key msk.

• KeyGen(par,msk, id,S) → skid,S : Given as input the
system public parameters par, the master key msk, an
identity id and an attribute set S of some user, the
algorithm outputs a private key skid,S .

• Encrypt(par,M,A) → CTA: Given as input the system
public parameters par, a message M , and an access policy
A = (A, ρ, T ), the algorithm returns the ciphertext CTA
of the message M associated with A. To achieve privacy
preserving in PH-LU-CPABE, the attribute value vector
T is not embedded in CTA.

• Decrypt(par,CTA, skid,S) → M or ⊥: Given as input
the system public parameters par, the ciphertext CTA
associated with an access formula A, and a private key
skid,S , the algorithm outputs a message M if S satisfies
A. Otherwise, it outputs an error symbol ⊥.

– Decryption test: If S does not satisfy the access
policy A, it returns ⊥ and terminates the decryption
algorithm Decrypt. Otherwise, Decrypt will continue
executing.

– Full decryption: It outputs a message M .
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Fig. 3: PTIoMT system architecture

• KeySanityCheck(par, skid,S) → 1 or 0: The algorithm
takes as input the system public parameters par and a
private key skid,S . If skid,S satisfies the key sanity check,
it returns 1 (implying skid,S is well-formed). Otherwise,
it returns 0. KeySanityCheck is a deterministic algorithm
[40, 41], and it is used to ensure the regularity of skid,S
before executing the traitor trace algorithm.

• Trace(par, skid,S)→ id or ⊥: Given as input the system
parameters par and a private key skid,S , it first calls
the algorithm KeySanityCheck to check whether skid,S
is well-formed. If yes, it extracts the owner identity id
from skid,S . Otherwise, it outputs ⊥ which means that
skid,S does not need to be traced.

Let E = (Setup,KeyGen,Encrypt,Decrypt,KeySanityCheck,
Trace) be a PH-LU-CPABE scheme and A (resp. B) a PPT
attacker (resp. challenger) for E . The security model for E
is similar to the one in [13], except that each key query is
associated with a specific identity. Specially, we consider the
following security game, denoted by Gamefull

E,A.

1) Initialization: Given a security parameter κ, the chal-
lenger B executes Setup(1κ) to generate the system
public parameters par and the master key msk. Then B
sends par to the attacker A and saves msk secretly.

2) Query-1: A adaptively queries the private keys for Q1

identity and attribute set pairs (id1,S1), (id2,S2), . . . ,
(idQ1 ,SQ1). For each pair (idi,Si), 1 ≤ i ≤ Q1, B runs
the algorithm KeyGen(par,msk, idi,Si) to get skidi,Si ,
and sends skidi,Si to A.

3) Challenge: A submits two messages Mi of the same
size and two access policies Ai = (A, ρ, Ti) to B,
i = 0, 1. Then B chooses a bit β R←− {0, 1} and returns
Encrypt(par,Mβ ,Aβ) → CTAβ to A. Note that in this
phase, the Q1 attribute sets Si, 1 ≤ i ≤ Q1, in Query-1
are not allowed to satisfy A0 or A1.

4) Query-2: Similar to Query-1, A continues to query
the private keys for the identity and attribute set

pairs (idQ1+1,SQ1+1), (idQ1+2,SQ1+2), . . . , (idQ,SQ).
B generates the corresponding private keys skidi,Si to
A by running the algorithm KeyGen(par,msk, idi,Si),
Q1+1 ≤ i ≤ Q. Also, these attribute sets are not allowed
to satisfy A0 or A1.

5) Guess: A outputs a guess bit β′ ∈ {0, 1}. If β′ = β,
A wins the game Gamefull

E,A and we denote the event by
Succfull

E,A.
We say that E is fully secure if for any PPT attacker A, the

advantage

Advfull
E,A(κ) =

∣∣∣Pr[Succfull
E,A]− 1/2

∣∣∣
is negligible with respect to the security parameter κ.

V. PROPOSED PTIOMT SYSTEM

In this section, we will present the concrete
construction of our PTIoMT system. The system
comprises the following five phases: Initialization,
User Registration, Privacy-Aware EHR Outsourcing,
Privacy-Aware EHR Access, and Traitor Tracing. We also
remark that the six algorithms (i.e., Setup, KeyGen, Encrypt,
Decrypt, KeySanityCheck, and Trace) in our PTIoMT
system form a new partially-policy-hidden and large universe
CP-ABE scheme, that is our PH-LU-CPABE scheme.

A. Initialization
AA selects a security parameter κ and executes the

bilinear group generator BGGen(1κ) to generate (N =
p1p2p3p4,G,GT , ê). Then, AA sets the attribute universe
U = ZN and executes the following Setup algorithm.

• Setup(1κ): AA selects α, a
R←− ZN , g, h

R←− Gp1 ,
Z,X4

R←− Gp4 , and calculates Y = ê(g, g)α, H = hZ.
The system public parameters and the master key are par =
(N, g, ga, Y,H,X4) and msk = (α, h), respectively.
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B. User Registration

Suppose that Uid,S is a system user (DO or DU) who owns
the identity id and the attribute set S = (IS , S) with IS ⊆ ZN
and S = {si}i∈IS . AA authorizes Uid,S the access right by
the following algorithm.

• KeyGen(par,msk, id,S): AA selects t
R←− ZN and

R,R′, Ri
R←− Gp3 , ∀ i ∈ IS . Then, AA generates the private

key skid,S for Uid,S as the following:

skid,S = (S,K,K ′,K ′′, {Ki}i∈IS ), (1)

where K ′ = gtR′, K ′′ = id, K = gαgatH(K′,K′′)R,
Ki = (gsih)tRi, i ∈ IS , and H : {0, 1}∗ → ZN is a secure
collision-resistant hash function.

C. Privacy-Aware EHR Outsourcing

As discussed in Section IV-A, we use hybrid encryption
for the outsourced EHRs. First, DO selects an efficient sym-
metric encryption algorithm (e.g., AES) and a symmetric key
(denoted by k̂) to encrypt his/her EHRs. Then, DO encrypts
the symmetric key k̂ using the following Encrypt algorithm
with a specified access policy. Finally, DO outsources both
ciphertexts to the public cloud (see Fig. 3).

• Encrypt(par,M,A): Given as input the public parameters
par = (N, g, ga, Y,H,X4), a message M ∈ GT , and an access
policy A = (A, ρ, T ) with an ` by n matrix A, a mapping ρ
from [`] to the attribute name space ZN , and an attribute value
vector T = (tρ(1), tρ(2), . . . , tρ(`)) of length `, the algorithm
selects two n-dimensional random vectors v = (s, v2, . . . , vn)
and v′ = (s′, v′2, . . . , v

′
n) over ZN and 2`+2 random subgroup

elements Z0, Z1
R←− Gp4 , Z0,x, Z1,x

R←− Gp4 for x ∈ [`]. The
ciphertext is calculated as

CTA =
(
(A, ρ), C̃0, Ĉ0, C̃1, Ĉ1, {C0,x, C1,x}x∈[`]

)
, (2)

where we have C̃0 = Y s
′
, Ĉ0 = gs

′
Z0, C̃1 = M · Y s−s′ ,

Ĉ1 = gsZ1, C0,x = gaAx·v
′
(gtρ(x)H)−s

′
Z0,x, C1,x =

gaAx·v(gtρ(x)H)−sZ1,x.

It should be noted that the sensitive attribute value vector T
is not embedded in CTA and thus our PH-LU-CPABE scheme
is partially policy-hidden.

D. Privacy-Aware EHR Access

DU downloads the ciphertexts of both the EHRs and the
symmetric key k̂ from the public cloud. Then, DU uses
the following Decrypt algorithm to decrypt the asymmetric
ciphertext to obtain k̂. After this, DU can use k̂ to decrypt the
symmetric ciphertext to obtain the EHRs.

• Decrypt(par,CTA, skid,S): Taken as input the public pa-
rameters par = (N, g, ga, Y,H,X4), the ciphertext CTA =
((A, ρ), C̃0, Ĉ0, C̃1, Ĉ1, {C0,x, C1,x}x∈[`]) and a private key
skid,S = (S,K,K ′,K ′′, {Ki}i∈IS ) with S = (IS , S), the
algorithm first computes the set XA,ρ of all the minimum
authorized sets on (A, ρ). Then, it performs the following
operations:

1) Test Phase: It checks whether there is a minimum autho-
rized set X ∈ XA,ρ such that {ρ(x)}x∈X ⊆ IS and

C̃−10 = ê

(∏
x∈X

Cwx0,x,K
′d

)
· ê

(
Ĉ0,K

−1
∏
x∈X

Kwx·d
ρ(x)

)
,

where d = H(K ′,K ′′) and wx, x ∈ X , are |X | constants
satisfying

∑
x∈X wxAx = (1, 0, . . . , 0). If yes, then it goes

into the following Decryption Phase with X and {wx}x∈X .
Otherwise, it outputs the symbol ⊥ and terminates the decryp-
tion process.
2) Decryption Phase: It computes

F =ê

(∏
x∈X

Cwx1,x,K
′d

)
· ê

(
Ĉ1,K

−1
∏
x∈X

Kwx·d
ρ(x)

)
= Y −s.

Then we can get M by computing M = C̃0 · F · C̃1.

We mention that, besides the pair (A, ρ), the ciphertext
CTA includes two parts, namely: (C̃0, Ĉ0, {C0,x}x∈[`]) and
(C̃1, Ĉ1, {C1,x}x∈[`]). These two parts are involved in the
Test Phase and Decryption Phase, respectively. The former
is in fact a redundancy, while the latter is the encryption of
message M . If the attribute set S of DU satisfies the access
policy (A, ρ), then the redundant part enables DU to find a
concrete minimum authorized set X and the corresponding
coefficients wx, x ∈ X . Finally, DU can use the information
and his/her private key skid,S to decrypt the second part and
recover the message M .

E. Traitor Tracing
Based on the following KeySanityCheck and Trace algo-

rithms, our proposed PTIoMT system enables any third party
to track down the traitor when an unauthorized copy of some
private key has been found on the market.

• KeySanityCheck(par, skid,S): Given as input the public
parameters par = (N, g, ga, Y,H,X4) and a key skid,S ,
the algorithm first checks whether skid,S has the form
((IS , S),K,K ′,K ′′, {Ki}i∈IS ), where IS ⊆ ZN , |S| = |IS |,
K,K ′ ∈ G and s ∈ ZN for any s ∈ S, Ki ∈ G for any i ∈ IS .
Then it verifies whether the equation

ê (g,K) = Y · ê
(
ga,K ′H(K′,K′′)

)
holds. If skid,S passes both the two checks, it outputs 1 and 0
otherwise.

• Trace(par, skid,S): Taken as input the public parameters par
and a key skid,S , it first calls the algorithm KeySanityCheck to
check the sanity of skid,S . If KeySanityCheck(par, skid,S) →
0, it outputs ⊥ which means that skid,S is not well-formed.
Otherwise, it outputs the identity K ′′ = id contained in the
key skid,S to be traced.

VI. SECURITY ANALYSIS

Recall that our proposed PTIoMT system is a hybrid encryp-
tion paradigm and its security relies mainly on the security of
the underlying PH-LU-CPABE scheme. Thus, we focus on the
security proof of the latter in this section.
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Theorem 1: Suppose the bilinear group generator BGGen
satisfies Assumptions 1, 2, 3 and 4 (see Section III-B). Then,
our PH-LU-CPABE scheme is secure in the standard model.

In our security proof, we introduce the notions of semi-
functional ciphertext and semi-functional key, based on the
approaches in [21, 38].

Semi-functional ciphertext: Let g2 be a generator of the
subgroup Gp2 and we can construct a semi-functional cipher-
text as shown below.
• Use the encryption algorithm Encrypt to generate a regular

ciphertext (refer to Eq. (2))

CTA =
(
(A, ρ), C̃0, Ĉ0, C̃1, Ĉ1, {C0,x, C1,x}x∈[`]

)
.

• Pick two vectors u, u′ R←− ZnN and |IS |+ 2`+ 2 integers
b, b′

R←− ZN , γx, γ′x
R←− ZN for each x ∈ [`], zi

R←− ZN for
each i ∈ IS . Then the semi-functional ciphertext is of the
following form:

CT′A =
(
(A, ρ), C̃ ′0, Ĉ

′
0, C̃

′
1, Ĉ

′
1, {C ′0,x, C ′1,x}x∈[`]

)
,

where we have{
C̃ ′0 = C̃0, Ĉ ′0 = Ĉ0g

b′

2 , C ′0,x = C0,xg
Ax·u′+γ′

xzρ(x)
2 ,

C̃ ′1 = C̃1, Ĉ ′1 = Ĉ1g
b
2, C ′1,x = C1,xg

Ax·u+γxzρ(x)
2 .

Semi-functional key: There exist three types of semi-
functional keys skjid,S , j = 1, 2, 3. To construct them, we first
use the algorithm KeyGen to generate a regular key

skid,S = (S,K,K ′,K ′′, {Ki}i∈IS )

for an attribute set S = (IS , S) (refer to Eq. (1)). Then, we
select random numbers d, d′, di

R←− ZN for i ∈ IS . The semi-
functional key of Type 1 can be defined as:

sk1id,S =
(
S,Kgd2 ,K ′gd

′

2 ,K
′′, {Kig

d′zi
2 }i∈IS

)
.

The semi-functional key of Type 2 is obtained by deleting
the terms gd

′

2 and gd
′zi

2 in sk1id,S . That is, we set

sk2id,S =
(
S,Kgd2 ,K ′,K ′′, {Ki}i∈IS

)
.

Similarly, the semi-functional key of Type 3 is of the form:

sk3id,S =
(
S,Kgd2 ,K ′gd

′

2 ,K
′′, {Kig

di
2 }i∈IS

)
.

Based on the different forms of the challenge ciphertexts and
the Q query keys, we introduce a series of games in Table II
(see [21, 38]).

For simplicity, we denote by Gamea
n∼ Gameb the indis-

tinguishability of the two games Gamea and Gameb under
Assumption n.

Lemma 1: For the games defined in Table II and the
complexity Assumptions 1 to 4, we have the following six
relations:

1) R1: GameReal
1∼ Game0;

2) R2: Gamek−1,3
2∼ Gamek,1;

3) R3: Gamek,1
2∼ Gamek,2;

4) R4: Gamek,2
2∼ Gamek,3;

5) R5: GameQ,3
3∼ GameFinal0 ;

TABLE II: The games to be used in our security proof [21, 38]
(N: normal; SF: semi-functional; Type i: the semi-function key
of type i, 1 ≤ i ≤ 3)

Game Ciphertext Keys
N SF N Type 1 Type 2 Type 3

GameReal
√

[Q]
Game0

√
[Q]

Gamek,1
√

Left {k} [k − 1]
Gamek,2

√
Left {k} [k − 1]

Gamek,3
√

Left [k]

GameFinal0

√† [Q]

GameFinal1

√‡ [Q]
†A semi-functional ciphertext of a random message;
‡The elements C′

0,x and C′
1,x of the semi-functional ciphertext are chosen

from Gp1p2p4

6) R6: GameFinal0
4∼ GameFinal1 .

The key and ciphertext structures in our PH-LU-CPABE
scheme are similar to those of [13], and there are just slight
differences between the process of transforming a normal
challenge ciphertext into a semi-functional ciphertext and the
process of transforming query keys into semi-functional keys.
As a result, we omit the proof of this lemma and interested
readers are referred to Lemmas 1–6 in [13].

Now we present a proof sketch of Theorem 1. First, we
can transmit the real security game GameReal to Game0 by
relation R1. Since Game0 is the same game as Game0,3,
and both Game0,3 and Game1,1 are indistinguishable because
of relation R2, we can deduce that GameReal and Game1,1

are indistinguishable. Using relations R3 and R4, we have
GameReal is indistinguishable to Game1,3. By using repeat-
edly relations R2, R3, and R4 sequentially, we can deduce
that GameReal is indistinguishable to GameQ,3. Finally, based
on relations R5 and R6, it is obvious that GameReal and
GameFinal1 are indistinguishable. We also show the derivation
path of the indistinguishability between games GameReal and
GameFinal1 in Fig. 4.

R4

GameReal Game0  = Game0,3 Game1,1 Game1,2

Game1,3 Game2,1 Game2,2

GameQ,3 GameFinal GameFinal

· 

· 

· 

R1

R2

R4

R3R2

R3

R4

R5 R6

GameQ-1,3 GameQ,1 GameQ,2
R2 R3

0 1

Fig. 4: The derivation path of the indistinguishability between
GameReal and GameFinal1

In games GameFinal0 and GameFinal1 , all the keys are of
the form sk3id,S and none of them are effective for decrypting
a semi-functional ciphertext. So in both games, the advantage
of any attacker is negligible. This, together with the indistin-
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guishability between GameReal and GameFinal1 , imply that
the advantage of the attacker in GameReal is also negligible.

VII. PERFORMANCE EVALUATION

In this section, our performance evaluation metrics for our
proposed PH-LU-CPABE scheme and the existing CP-ABE
schemes of [13, 21, 23, 35] are functions, storage cost and
computation overhead.

As shown in Table III, all five schemes achieve privacy-
preserving, but only the schemes of [13, 21] and our scheme
support decryption testing and are secure under the standard
model. We also observe that only the schemes of [13, 23] and
our scheme support large universe, and that only the scheme
of [35] and our scheme achieve traceability. In other words,
our scheme is the only one that achieves all six functions
(i.e., privacy-preserving, large universe, decryption test, full
security, standard model, and traceability).

TABLE III: Function comparison between our scheme and
four other competing CP-ABE schemes supporting LSSS
(PP: privacy-preserving; LU: large universe; DT: decryption test; FS:
full security; SM: standard model; GO: group order; T: traceability)

Scheme PP LU DT FS SM GO T
[21]

√
×

√ √ √
composite ×

[23]
√ √

× × × prime ×
[13]

√ √ √ √ √
composite ×

[35]
√

× × ×
√

∅
√

Our
√ √ √ √ √

composite
√

In Table IV, we evaluate the storage costs of our PH-LU-
CPABE scheme and the schemes of [13, 21]. These three
schemes are based on the bilinear group of composite order.
We observe that the size of the public parameters par in our
scheme and the scheme of [13] is a constant number, while
the value in the scheme of [21] is linear with the size of
the attribute space. For the key size, all three schemes have
k + 2 subgroup elements, where k is the cardinality of the
attribute name set IS . The key advantage of our scheme is
that it reduces ` and 2` subgroup elements in ciphertext to
the schemes of [13] and [21], respectively, where ` is the row
dimension of the share generation matrix A. Fig. 5 visually
shows the advantage of our scheme over the scheme of [13],
in terms of ciphertext size.

TABLE IV: Storage cost comparison between our scheme and
two other schemes

Scheme par skid,S CTA
Gpi GT Gpipj Gpipj GT

[21] N + 4 1 k + 2 4`+ 2 2
[13] 4 1 k + 2 3`+ 2 2
Our 4 1 k + 2 2`+ 2 2

Finally, we consider the computation overhead from three
aspects, namely: encryption, decryption test, and decryption.
As shown in Table V, the encryption cost of our PH-LU-
CPABE scheme has ` and 2` fewer exponential operations
on G than those of [13] and [21], respectively. On the other
hand, the number of the pair operations in our scheme and the
scheme [13] is the constant number 2 during the decryption
test process, while the number is s+2 in the scheme of [21],

0 20 40 60 80 100
0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

1.8

2
104

Our scheme

Fig. 5: Ciphertext size comparison between our scheme and
the scheme of [13]

where s is the cardinality of the minimum authorized set X .
One of the main advantages of our scheme in computation
overhead is that our scheme needs only to perform 2 pairing
operations during the decryption process, while the number
is s + 2 in the schemes of [13, 21]. In other words, our
scheme is more efficient than the schemes of [13, 21], since
the pairing operation is much more time-consuming than the
exponentiation operations in G or GT . To evaluate visually the
performance of our scheme in terms of computation overhead,
we simulate the encryption and decryption costs in Table V
based on Java Pairing-Based Cryptography Library (JPBC)
and using a personal computer (Intel(R) Core(TM) i5-8265U
CPU @ 1.60GHz 1.80GHz and 8.00GB RAM) (see also Fig.
6 and Fig. 7).

TABLE V: Computation overhead comparison between our
scheme and those of [13, 21] with decryption test
(Enc: encryption; DecT: decryption test; Dec: decryption; E/T :
exponentiation operation in G/GT ; P : pairing operation)

Scheme Enc DecT Dec
E T P E T P E T

[21] 7`+ 2 2 s+ 2 s s s+ 2 s s
[13] 6`+ 2 2 2 2s 0 s+ 2 s s
Our 5`+ 2 2 2 2s+ 1 0 2 2s+ 1 0

VIII. CONCLUSION

In this paper, we proposed a partially-policy-hidden and
traceable access control system (PTIoMT), which is designed
to secure EHRs, ensure user privacy, and mitigate key abuse
in IoTM-based systems. In PTIoMT, our proposed ciphertext-
policy attribute-based encryption scheme (PH-LU-CPABE) is
the core building block that enables us to support partially
hidden access policy, large universe, decryption test, and
traceability. In PH-LU-CPABE, only attribute names in an
access policy are revealed, while the sensitive attribute values
are hidden in the ciphertext. The attribute universe can be
unbounded and the size of public parameters is constant.
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Fig. 6: Encryption cost comparison between our scheme and
the scheme of [13]
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Fig. 7: Decryption cost comparison between our scheme and
the scheme of [13]

To facilitate a more efficient decryption operation, PH-LU-
CPABE adds a decryption test prior to the final decryption.
Finally, PH-LU-CPABE achieves traceability by embedding
the user’s identity information into the decryption key. We
demonstrated that our PH-LU-CPABE scheme is secure in
the standard model and achieves better efficiency in terms of
ciphertext size and computation overhead. To the best of our
knowledge, PH-LU-CPABE is the first CP-ABE scheme that
addresses both key abuse and the policy hiding while also
supporting large universe and decryption test. A comparative
performance evaluation of PTIoMT and the competing CP-
ABE schemes presented in [13, 21, 23, 35] suggests the utility
of PTIoMT.

In our system architecture, the attribute authority (AA) is
assumed to be a fully trusted party. In reality, however, it may
not be a reasonable assumption. Hence, one future research
direction is to add the auditing function into our PTIoMT

system, which is potentially an effective way to reduce the
reliance on AA. In addition, there exists the concept of access
revocation in ABE, which allows one to revoke the decryption
right of the tracked data users. The revocation can occur either
at the user level or at the attribute level. The latter (attribute
revocation) is generally considered more fine-grained than
the former. A natural follow-on question is how to achieve
an efficient ABE scheme with large universe, policy-hiding,
public traceability, and attribute revocation simultaneously.
This is also another potential extension of our research.
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